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IHosicHuTEeILHAA 3aNIUCKA

HanpaBJ/jieHHOCTB: TeXHUYECKasI.

[Iporpamma «CeTeBoe CHCTEMHOE aIMUHUCTPUPOBAHHE» TEXHUYECKOM
HaIpaBJICHHOCTH, OPUEHTHMPOBAaHA HA peaJM3alMI0 HHTEPECOB JeTel B cdepe
WHXCHEPHOTO KOHCTPYUPOBAHMS, pa3BUTUE WX TEXHOJIOTHYECKON KYJIbTYpHI.
[Iporpamma cOOTBETCTBYET YPOBHIO OCHOBHOI'O 00111er0 00pa30BaHMsl, HallpaBjieHa Ha
(opMHpOBaHHE T[O3HABATEIBHOW MOTHUBAIIMHM, ONPEAEISIONIE YCTAaHOBKY Ha
IPOJOJKEHNE 00pa30BaHMS; OBJIAJICHUS ONBITOM CaMOOPIraHU3alWH, CAMOKOHTPOJIS;
NpUOOPETEHHE OIBITA MPOAYKTUBHON TBOPUYECKOM JESITEIIBHOCTH.

OcHOBHOE BHMMaHHE B OOYYCHHH YAEIACTCS OOIIMM BOIPOCAM CETEBOTO U
CUCTEMHOTO aJMUHUCTPUPOBAHMS: OT COOpPKH KOMIBIOTEpa JI0 MOAJIEPKKU
paboToCcocoOHOCTH HHPOPMALITMOHHON HHPPACTPYKTYPHI.

3HaHUs, IOJYYEHHBIE B PE3YJIbTATE OCBOCHMUS IPOrpaMMbl, IOMOTYT IpH
IUIAHUPOBAHUU, BHEAPEHUH, HACTPOMKE U TUarHOCTUKU CETEBOW MHPPACTPYKTYpHI B
TAKOM CTENEeHW, 4YTOObl YYEHHKH MOIJIM CaMOCTOSITEIbHO BbIOMpaTh CpelCTBa
peanu3anuy, HaXOJUTh HEOOXOAMMbIE MPOrpaMMHBIE M allapaTHbIE PEIICHUs Jis
IIPaKTUYECKA  BAXKHBIX  337a4  IPOCKTUPOBAHUS W  YIPABICHUSA  CETEBOM
UHOPACTPYKTYPOIL.

[IporpaMMa COOTBETCTBYET YpPOBHIO OCHOBHOIO OOILIET0 0Opa3oBaHMs,
HampaBjieHa Ha (OPMHPOBAHME I[I03HABATEIIBHOW MOTHUBALUM, ONpPEIEISIOMEn
YCTAaHOBKY Ha MPOJOJDKEHUE 00pa3oBaHUs, MPUOOPETEHUE OMbITAa MPOAYKTHBHOU
TBOPYECKOU JIEATENBHOCTH.

HopmaTuBHble TpaBOBbIe [OKYMEHTbI, HAa OCHOBAHMH KOTOPBIX
pa3paldoraHa J0NOJHUTEIbHAS 001e00pa3oBaTe/JbHAdA IPOrpamMma:
- OepepanpHblii 3akoH oT 29.12.2012 N 273-®3 (pen. ot 02.07.2021) "OO6
oOpazoBanuu B Poccuiickoit deneparuun' (¢ u3m. u goi., BcTyi. B cury ¢ 01.09.2021);
- ®enepanbHblil 3akoH 0T 29.12.2010 Ne 436-D3 (pen.01.07.2021) «O 3amure nereit
oT nH(pOPMAITUY TPUIHUHSIONTUIN BPEI UX 3JOPOBBIO M PA3BUTHION;
- Crparerus pasButus BocnuTtaHusi B Poccuiickoit ®enepaunn o 2025 rona,
yTBepxkaeHHas pacniopsbkeHneM lIpasurensctBa PO ot 29.05.2015 r. Ne 996-p.;
- Konnenuus pa3BuTusi JONOJTHUTEILHOrOo oOpasoBanust jgered g0 2020
(Pacnopsikenue IIpaButensctBa PO ot 24.04.2015 1. Ne 729-p);
- [Ipuka3z MunucrepcrBa npocseienus Poccniickont ®@enepannn ot 30.09.2020 . Ne
533 «O BHeCeHMM U3MEHEHHM B TOPSIOK OpraHuW3alMd W OCYIIECTBICHUS
o0pa30BaTeNbHON ACATENBHOCTA 1O JIOMOJHUTEIBHBIM 00111e00pa30BaTeIbHBIM
mporpaMmam, yTBEPKJICHHBINH MPUKAa30M MHUHHUCTEPCTBA MPOCBEIICHUS] POCCUUCKON
dbeneparun ot 09.11.2018 r. Ne 196y,
- IIpuka3z Munnpocsemienus Poccun ot 03.09.2019 N 467 (pexn. ot 02.02.2021) «O6
yTBepkeHun LleneBoit Momenu pa3BUTHS PETHOHAIBHBIX CUCTEM JOTOTHUTEIHHOTO
oOpazoBanus ferei» (3apeructpupoano B Munrocte Poccun 06.12.2019 N 56722);
- [Ipuka3 Munnpocsemenus Poccun ot 09.11.2018 N 196 (pea. ot 30.09.2020) «O6
yTBepxkaeHun llopsiaka opraHuzanv W OCYIIECTBICHUS  0Opa3oBaTeIbHOM



NEATETLHOCTH TI0  JOMOJHHUTEIBHBIM  O0IIe00pa30oBaTEIbHBIM  MIPOTPaMMamM)
(3apeructpupoBano B Muntocte Poccum 29.11.2018 N 52831);

- Ilpukaz MunuctepcTtBa oOpa3oBaHuss W Hayku Poccuiickoii deneparuu ot
09.01.2014 1. Ne 2 «OO6 ytBepxaeHun Ilopsnka mpuUMEHEHUS OpraHU3AIUSIMHU,
OCYHIECTBIISIOIMMUA  00pa30BATENbHYIO JACSITENbHOCTh, JJIEKTPOHHOTO OO0y4YeHUs,
JUCTAaHIIMOHHBIX 00pa30BaTENIbHBIX TEXHOJIOTUH MPHU peain3aluu 00pa30BaTelIbHbIX
IPOTPaMMy;

— IIucemo Munobpuayku Poccun ot 29.03.2016 . Ne BK-641/09 «Metoanueckue
pEKOMEHJauU o Peanmuzanuu aJan TUPOBAHHBIX JOTIOJIHUTEIIBHBIX
00111e00pa3oBaTeIbHBIX MPOTPaMM, CIIOCOOCTBYIOMIMX COLIMATBHO-TICUXOJIOTHYECKON
peabunuranuu, MpodecCHoOHAIbHOMY CaMOOIIPEACNEHUIO IeTel ¢ OrpaHMYeHHBIMU
BO3MOKHOCTSIMH 3JIOPOBBS, BKIJIIOYAsl JACTCH-WHBAIMIOB, C YYETOM HX OCOOBIX
00pa3oBaTeIbHBIX MOTPEOHOCTEN;

- [TuceMo MunuctepctBa o6pazoBanus u Hayku PD ot 18.11.2015 1. Ne 09-3242 «O
HaIPaBJICHUN METOJIMYECKUX PEKOMEHJALNN M0 MTPOESKTUPOBAHUIO JTOMOIHUTEIBHBIX
oOlIepa3BUBaIONIMX  MporpamMM  (BKJIOYas  pPa3HOYPOBHEBBIE  IIPOrPAMMBbI)
pa3paborannple MunoOpHayku Poccum coBmectHO ¢ TAOY BO «MockoBckuit
rocyJlapCTBEHHBIN negarornueckuii yausepcutret», ®I'AY «DenepanbHblii HHCTUTYT
pasButus oopazoBanus», AHO JAI1O «OTkpsiTOE 00pa3oBaHUEy;

- IlucekMo MunucrepctBa oOpazoBaHusi W Hayku Poccuiickoit ®epepanuu OT
28.08.2015 r. No AK-2563/05 «O MeTogu4eckux peKOMEHJalUuaX MO OpraHU3aAlHH
00pa30BaTENbHON JESITENIbBHOCTH C HUCIOJIb30BAaHUEM CETEBBIX (OPM peann3auuu
00pa3oBaTeIbHBIX TPOTPaMM;

- [locranoBnenue ['maBHOTrO rocygapcTBEeHHOro canuTapHoro Bpada P® or 28.09.2020
N 28 "OO yrBepxaenun canutapHbix mnpaBun CII 2.4.3648-20 "CanutapHo-
AMUEMUOJIOTHUECKHE TPEOOBAHUS K OPTaHU3ALMAM BOCIIUTAHUS U O0YyUEHUS, OT/IbIXa
u osnopoBieHuss nered m mosonexu" (BMecte ¢ "CII 2.4.3648-20. CanurtapHbie
npasuia...") (3apeructpupoBanHo B Muntocte Poccun 18.12.2020 N 61573);

- Ilpuxaz Muno6puayku Poccuu ot 23.08.2017 N 816 "OO6 yrBepxknenuu [lopsiaka
MPUMEHEHUST OPTaHU3AIUSIMHU, OCYIIECTBIISIIONUMU 00pa30BaTEIbHYIO ACSTEIHHOCTD,
JIEKTPOHHOTO OOYYeHUs, JUCTAHIIMOHHBIX OOpA30BATENbHBIX TEXHOJOTHN TMpU
peanu3zaiuu o0pa3oBaTeIbHBIX Mporpamm';

- JIokanpabie akTel MAOY 1O LIIC.

HoBu3Ha 1 aKTyaJIbHOCThH

HoBu3na: nporpamma «CeTeBO€ CUCTEMHOE aIMHUHUCTPUPOBAHUE) HAIIEJIEHA
Ha TO, YTOOBI MPUBUTH JICTSIM HABBIKU B OOpaIllEHUH C KOMIIBIOTEPHBIM U CETEBBIM
o0opyaoBaHuEeM, CUCTEMHbIM U TpukiaaasiM [1O, HayuyuTh aBTOMAaTH3UPOBATH
PYTHUHHBIE ONEpallM, COXPAaHATh M BOCCTAHABIIMBATH JAHHBIC, THUATHOCTUPOBATH U
YCTPaHSTh HEMOJAAKNA 000PYI0BAHUS U TPOTPAMMHOTO O0ECTIeYeHUSI.

AKTYaJIbHOCTh: COBPEMEHHOE OOWINE BBIYMCIHUTEIBHBIX TEXHOJIOTHA U WX
MMOBCEMECTHOE PACTIPOCTPAHEHHE BO BCeX cepax KU3HU TUKTYET HEOOXOIMMOCTH
YBEPEHHO OPHUEHTHUPOBATHCS B 3TOM MHOTrooOpasuu, mpaBuibHO Tonoupars IT-



MHCTPYMEHTBI ISl PEIICHUsI T€X WM HUHBIX 3a/1ady, YMETh 3alUIIATh U COXPAHATH
HEHHYI0 UH(}OpMAIHIO.

OTn4YuTeIbHBbIE 0COO0CHHOCTH

OtnuunTenbHas OCOOCHHOCTh MPOTpaMMbl B TOM, YTO 3HAHHUS W HAaBBIKH,
NOJTyYCHHBIE YHATUMHUCS, OKXKYTCA IOJIE3HBIMHU B IaJIbHEUIIIEM U3YYESHUH ITPEIMETOB
HE TOJBKO MH(OPMAIMOHHO-TEXHOJIOTHYECKOTO PO, HO BCEX APYTUX U OyIayT
CIIOCOOCTBOBAaTh OCO3HAHHOMY BBIOOpY Ipodwiid Ans AanbHelmero oOyuenus. [lo
OKOHYaHMM Kypca ydamuecs HaydyaTcsi 3(QQEKTUBHO HCIOIb30BaTh IMOTYYCHHbBIC
3HaHWA U HaBBIKK NpH padote ¢ [1K 1 ceTeBbIMU MOIKITIOYCHHUSIMH.

Anpecat nporpamMmmsli

[Iporpamma aapecoBana aetsim 13 — 18 jer. 3aHATHS TPOBOIATCS B paMKax
JOTIOJTHUTENBHOTO  00pa30oBaHus, NPH MAaKCUMAJIbHOM COYETAaHWU NPHUHIMIA
IPYIIIOBOTO OOYYEHUS C MHANBUIYAJBHBIM OAX0A0M. [0 naHHbIM (u3noaoros k 13
rojaMm Kopa OOJbIIMX MOJTYIIAPUI SABIAETCS YK€ B 3HAUUTEIBHON CTENEHU 3pPEIoil.
OpHako HECOBEPIIEHCTBO pPErylHpylomed (YHKIUH KOpPbl MPOSABISIETCS B
CBOMCTBEHHBIX JIE€TAM JAHHOTO BO3pacTa OCOOEHHOCTSX MOBEACHUS, OpraHU3aluu
JESATEIIBHOCTH U YMOLMOHAIBHON cepbl: MJIaIINe MIKOJbHUKU JIETKO OTBJIEKAIOTCA,
HE CTIOCOOHBI K JUIUTEIBHOMY COCPEOTOUEHHUIO, BO30YIMMBL, SMOLMOHANIbHEL. B 3TOM
BO3pacTe HapacTaeT OPUEHTALMsl Ha CEHCOpPHBIE 3TaJOHbI (OPMBI, 11BETa, BpeMeHu. K
KOHILy 3TOT0 BO3PAacTHOIO MepHoja peOeHOK JOJIKEH XOTETh YUUThCS, YMETh YUUTHCS
Y BEpUTH B CBOM CWJIbL. [I0THOLIEHHOE MTPOKUBAHUE ITOTO BO3pacCTa, €ro MO3UTHBHBIE
npUOOpEeTEHUs SIBISIFOTCS HEOOXOAUMBIM OCHOBaHHEM, Ha KOTOPOM BBICTPauBaeTCs
JajbHeIee pa3BUTHE peOeHKAa KaK aKTUBHOTO CYOBhEKTa MO3HAHUHN U ESITEILHOCTH.
OcHoBHas 3ajaya B paboTe C JETbMHU 3TOrO0 BO3pacTa - CO3JAAHUE ONTHUMAJIbHBIX
YCIOBUM [JI1 PACKPBITASI W pealu3alldd BO3MOXKHOCTEM JETed C Yy4YEeTOM
WHIUBUYAIBHOCTH KaXKJI0r0 peOeHKa.

Hanonusiemocts rpynn — 8 udenoBek. Cuctema Habopa — q00pOBOJIbHALA, IO
KeJTaHUIo 0e3 yuera CTENEeHU PeABaAPUTEIbHON MOITOTOBKH.

@OpMBI U METOJIbI OPraHU3aLMH IESITEIbHOCTH BOCITUTAHHUKOB
OpPUEHTHPOBAHBI HA UX UHAUBHIyaJIbHbIE U BO3PACTHBIE OCOOEHHOCTH.

Cpok peanu3anum NporpamMmMsel 1 00beM y4eOHbIX 4YaCOB
[Iporpamma paccuntana Ha 108 yacoB W peajn3yeTcs B TEYEHUE OJHOTO
y4eOHOro roja.
®opmbl 00yUeHHS

®opma 00yyeHus: OyHasl.

Pesxum 3aHATHI



OO1as HeenpHAs Harpy3Ka coCTaBisieT 3 yaca. Yyaluecs MoCemaroT 3aHATUsS
COTJIACHO YCTAHOBJIEHHOMY PAacClHMCaHUIO JBa pa3a B Henenmo. [IpogoinKuTenbHOCTh
OIHOTO 3aHATHS 2 aKaJeMHU4YecKux yaca ¢ 1nepepplBoM B 10  MHHYT.
[IpoaoMmKUTENBHOCT BTOPOTO 3aHATUsA 1 akageMuueckuid yac. OIMH akaAeMUYECKUI
yac paBeH 45 MHHYTaM COIJIacHO BO3PACTHBIM OCOOEHHOCTSIM O00ydYarouuxcs,
TpeboBanusiM HopMmatruBoB CanlluH.

Hean 1 3a1a4M JONOJHUTEIBHOI 00pa30BaTEeIbHONM IPOrPaAMMbI

Heab: uzydeHME OCHOB TEOPUU U TOJYYCHHIO MPAKTUYECKUX HABBIKOB IIO
PEMOHTY U OOCIY>)KMBAaHUIO TEPCOHAIBHBIX KOMIIBIOTEPOB U aJMUHUCTPUPOBAHUS
MH(OPMAIMOHHOW CUCTEMBI YIIPABIICHUS CETEBBIMU y3J1aMH, CETEBBIMU ITPOTOKOIAMH,
CIIy’k0aMHl KaTaJloroB, CETEBBIMHU CIy>kOamu, yrpapiieHus (alJoBBIMH pecypcaMu
CUCTEMBI, IpaBaMu JOCTYNIa K pecypcaMm, YCTPOWCTBaMHU I[I€YaTH, CHCTEMaMH
PE3epBHOIO  KOMHUPOBAHUSA M BOCCTAHOBJICHHUS HMHGOPMAIMH, OCYIIECTBICHUS
MOHUTOPHUHIA CETEBBIX YCTPONCTB U CIIYXkO.

3axauu:

OO0yuaromue: npuoOpeTeHUe 3HAHUM 00 OCHOBAX aJIMUHUCTPUPOBAHUS CETEBBIX
OTIEPAIIMOHHBIX CHUCTEM, MPUOOPETCHUE MPAKTUUYECKUX HABBIKOB MO peMoHTy [IK u
Pa3BEPTHIBAHUIO CETEBBIX CIYKO, HACTPOMKE CETEBBIX MPOTOKOJIOB, IMOBBIIICHUIO
3 PeKTUBHOCTU PabOTHI CETU U 0OECIICUEHHUIO 3aIUTHI JaHHBIX.

BocnurartesibHbIe: BOCIIUTHIBATE Y YUAITUXCS YyBCTBO B3aMMOIIOMOIIIH MTPH paboTe B
rpyImnax.

Pa3BuBaomme: Hay4YuTh MIPUMEHATH HA MPAKTHKE TEOPETUUECKUE 3HAHUS 110 COOpKE
CUCTEMHOTO OJIOKa, TTOIKIFOYEHHUIO CETEBBIX YCTPOUCTB.

YuyeOHBIN JIAH

HanMeHOBaHHMe Konn4yectBo yacos Popma
Ne pasne.ios, KOHTPOJISA
Tem Bcero Teopus | IIpakTuka
Hacrpoiika u pemonr IIK 23 10 13
1. | Brenenue B kypc. TpebGoBaHUs OXpaHbI 1 1 becena, BxonHoe
Tpy/a Ipu paboTe ¢ anmapaTHBIMH, TECTUPOBAaHUE
MPOrpaMMHO-aIaPaTHEIMU
CpeICTBaMHU.
2. O030p W yCTPOWCTBO MEPCOHATHHOTO 3 2 1 becena,
KOMIIBIOTEPA. YCTHBIN OMPOC,
HaOJIIOIeHHE,
MpaKTHYeCKast
pabota
3. Co6opka/pazbopka MIEPCOHATBHOTO 3 1 2 becena,
KOMIIBIOTEPA. YCTHBIN OIPOC,
HaOJII0IeHHE,
MpaKTHYeCKast
pabota




4, BIOS, nporpamMmHBIi W amnmapaTHBIN 3 1 2 becena,
pasroH I1K. YCTHBII OIPOC,
HaOJIIOIeHuE,
MPaKTHIeCKast
paborta
o. OCHOBBI PEMOHTa MAaTEpUHCKOM IJIATHI 4 2 2 becena,
u  1iarel  pacmupeHus.  OCHOBBI YCTHBIH OIpoc,
peMoOHTa OJIOKa MUTAHUS. HaOII0IeHNE,
paKTHYecKast
pabora
6. OCHOBHBIE CBEJICHUS U HaBBIKH PaOOTHI 3 1 2 Becena,
C BUPTYQJIbHBIMHU MallTUHAMH. YCTHBIH OIpoc,
HaOJIIOIeHuE,
MPaKTHIeCKast
paborta
7. OCHOBHEBIE CBEIECHUSA 00 3 1 2 Becena,
OTIEpPAIMOHHBIX CHCTEMaX, YCTaHOBKa, YCTHBIH OIpoc,
HACTPOMKa M TIOJIKIIOYCHHE K CETH HaOJI0IeHNE,
OMEpAIMOHHBIX  CHUCTEM  CeMelcTBa paKTHYecKas
Windows. pabora
8. OO6cnyxuBaHue OIepaluOHHbIX 3 1 2 Becena,
CHCTEM: JKYpHAI cOOBITHH, YCTHBIN OIPOC,
OOHOBJICHUSI, PE3EPBHOE KOMHUPOBAHHE HabI0IeHue,
u BOCCTAHOBJICHHE JTAaHHBIX. MPAKTHIeCKast
OO6cnyxuBanue (ailIoBBIX CHUCTEM, pabora,
nedparMeHTaIs, IpOBEpKa Ha 3a4er
omnOku, cosmanue RAID-maccuBoB.
Texkynmi KOHTPOJIb.
OCHOBBI CHCTEMHOT0 38 15 23
aIMHUHUCTPHPOBAHUSA
9. OCHOBHBIE CBEJIEHUS O CETSIX U CETEBOM 2 1 1 becena,
000py/10BaHUMU. YCTHBIH OIpoc,
HaOJII0IeHHE,
MPAKTHIeCKast
pabota
10. | CereBas 0e30macHOCTL. YCTAaHOBKA U 3 1 2 Becena,
pa3BepThiBanre Windows. YCTHBIH OIpoc,
HaOII0ACHHE,
MpaKTHYecKast
pabora
11. |Ilamenp  ympaBieHHWs, yIpaBlICHUE 3 1 2 becena,
JIpaiiBepamMu YCTPOMCTB, YCTHBIH OITpOC,
MPWIOKEHUIMA. PaboTa ¢ KOHCOISIMH, HaOII0ICHNE,
CO3/IaHHE TMOJIb30BaTENHCKUX MpaKTHYeCcKast
KOHCOJICH. paborta
12. | YopaBneHue JOKaJIbHBIMH YYETHBIMH 2 1 1 becena,
3alUCSAMM, TpyHHaMud U JIOKaJIbHOU YCTHBIH OITpOC,
MOJUTUKON.  YTpaBlieHHe TpaBaMu HaOI0IeHNeE,
(NTFS u Share permissions), co3aanue MpaKkTU4ecKas
OOIINX CETEBBIX PECYpPCOB. pabota




13. | MOHHMTOPUHT  TPOU3BOJIUTEIHHOCTH, 2 1 Becena,
ycTpaHeHue mpoOieM MpH 3arpy3ke U YCTHBIN OTIpOC,
paboTe OIeparuoOHHON CUCTEMBI. HaOJro/IeHue,

NpaKkTU4ecKas
paborta

14. | Hacrpoiika poyrepa, HacTpoiika Wi-Fi 3 2 Becena,
poyTepa sl OpraHM3alliu JOCTyla B YCTHBIN OIPOC,
WuTtepHer. HaOJIr0/IeHuE,

NpaKTUYecKast
pabora

15. | Windows Server 2012 ¢ To4ku 3peHus 3 2 Becena,
CHCTEMHOTO aJIMHUHHCTpaTopa, 0030p YCTHBIN OTIPOC,
BO3MOXHOCTEH. HaOJr0/IeHuE,

NpaKkTUYecKas
paborta

16. | Ynoanennsiii paGouumii cTom, cperncrtsa 3 2 Becena,
yaJeHHOU paboThI (radmin, YCTHBIH OIpoc,
teamviewer). HaOJro/IeHueE,

NpaKkTUYecKas
pabora

17. | CereBbie cayx6s1 DHCP, DNS. 4 2 becena,
CereBble cimyx0bl NAT, SAT. YCTHBIN OIPOC,

HaOJII0IeHNE,
NpaKTUYecKast
pabora

18. | YcranoBka u HacTpoiika (aiaoBoro 3 2 Becena,
cepBepa. YCTaHOBKa M HACTpPOWKa YCTHBIN OIPOC,
IPUHT-CEPBEpA. Ha0JII0/IeHue,

HpaKkTU4ecKas
pabora

19. | Pe3epBHoe KOIIUPOBaHUE u 3 2 becena,
BOCCTaHOBJICHHE JIaHHBIX. YCTHBIN OTIPOC,

HaOJII0IeHHE,
NpaKkTHIecKast
pabota

20. |IlpomBuHyTBIE HaBBIKH Pa0OOTBI  C 3 2 becena,
KOMaHJIHOH CTpokoif (cmd). YCTHBIH OIpoc,

HaOII0ACHHE,
NpaKkTU4ecKas
pabora

21. | BeexeHue B Hammcanue cKpunToB (bat- 4 2 becena,
daitnel,  vbs-ckpuntel).  CoznaHue YCTHBIN OTIpoC,
3amaHuii mo pacnucanuio B Windows HaOJII0ICHHE,
Server 2012. Texymuii KOHTPOIIb. IIPAKTHYECKas

pabora,
3ayer
3ammTa ceTn 14 10

22. | Hacrpoiika mapameTpoB mmdpoBaHus 4 2 becena,

Tpaduka B mpotokonax [PSec u L2TP. YCTHBIH OITpOC,
HaOJII0ICHUE,
paKkTU4ecKas

paborta




23. | HacTpotika CBsI3M BUPTYaJbHBIX 2 2 becena,
unrepdeiicos VMWare. [IpaKTUYECKast

paborta

24. | Hacrpoiika cepBepoB Radius nnu 2 2 Becena,
TACACSH. paKTUYecKas

pabora

25. | Hacrpotika ayrentudukanun AAA. 2 2 becena,
Hacrpoiika ayrenruduxaru PEAP. MpaKTHYECKas

paborta

26. | Hacrpoiika 3aIuIneHHbIX 4 2 2 Becena,
OecnipoBoIHBIX ceTeld. HacTpolika YCTHBIN OIPOC,
3aIIUThI HA KaHAJTHHOM YPOBHE CETH, B HaOro/IeHuE,
T. Y. 3alIUTHI OT paKTHYecKas
HECAHKIMOHUPOBAHHBIX MOIKITFOUYCHUN pabora,

U OT MOMBITOK U3MEHEHHSI TOTIOJIOTUU 3auer
STP. TlpomexxyTodHasi aTTecTausl.
Omnepaunonnbie cucremsl Linux 33 15 18

27. | YcraHOBKa pacrpoCTpaHEHHBIX 2 2 Becena,
TUucTpuOyTHBOB Linux cormacHo paKTHYecKas
TpeOOoBaHUSAM. Y CTaHOBKA U HACTPOMKa pabora
ciyxx6 Apache, MySQL u 1.1.

Pa3meTtka cornacno nmany. Hactpoiika
daitnoBeix cuctem. Pabora ¢ makeramu
MI0CJI€ YCTAaHOBKH CHUCTEMBI.
MoHTHpOBaHHE U Pa3MOHTUPOBAHUE
pa3ITUYHBIX (DAUIOBBIX CHCTEM.

28. | Co3znanue u u3MeHeHue GanaoB u 4 2 2 Becena,
karajoros. [Touck 1o karajgoram u 1o YCTHBIHN OIpoc,
conepxxuMomy (komanasl find, HaOJII0IeHHE,
whereis). Co3znanue cChUIOK Ha (haiiibl. NpaKTHYeCKast
W3meHeHue aTpuOyToB ¢ailios u pabota
KaTaJoroB M MPaB JIOCTYIIA K HUM,

W3MEHEHUE CBEJICHUI O BIIaJIeNblie
¢aiinoB u kartagoroB. OnTuMu3aIus
MCIIONIb30BaHUs PECYPCOB CIIyk0aMu U
nporeccamu Linux. Mcnons3oBanue
pEeXUMOB paboTHI (run-level) cucremsi,
poIecC MHUIAATH3AIINH.

29. | Pabota ¢ ouepenpio mevyaTu. 3 1 2 becena,
VYrpaBneHue CucTeEMOM yIaIeHHO. YCTHBIH OITpOC,
PaGota ¢ mpocTeIMU CIIeHapUSIMU HaOI0IeHNeE,
KOMaHIHOW CTPOKH — CO3/1aBaTh, MpaKTHIeCcKas
MPABUTh U IPUMEHSITh. paborta
BoccranoBnenue paboTocnocoOHOCTH
MaKeToB | cuieHapueB. Pabora ¢
YYETHBIMH 3aITHCSIMH IT0JIb30BaTEIICH 1
Tpynn — co3/laHue, U3MEHEHHE U
yJlaJIeHue.

30. | Ha3snauenue ucnosHeHus 3a1a4 110 3 1 2 becena,
PaCIMCAaHUIO C TTOMOIIBI0 CUCTEMHBIX YCTHBIN OIpocC,
nemMoHoB. PaboTa ¢ npoueccamu — HaOII0IeHNeE,




OTIpeIeNIsATh, 3aMyCcKaTh, 3aBeplIaTh

IMpaKTU4YCCKasa

(kill). pabota

31. | Hactpotika 351eMeHTapHO# 4 2 2 becena,
MapuIpyTU3aluy, pa3ouBKa Ha YCTHBIN OTIPOC,
nojcetu. Hactpoiika cuctemsl, mpaBKa HaOJr0/IeHuE,
MHCTpYKUUU 110 cOopke (makefile) IIPAKTHYECKas
npukiaanoro [10 u npaiiBepos. paborta

32. | Pabota c daiinamu, onpenensomuMu 3 1 2 Becena,
MOHTHUPOBAHHE JUCKOB U Pa3/IeiioB. YCTHBIN OIPOC,
PasseptriBanre DNS. Hactpoiika HaOro/1eHuE,
CETEBBIX a/IalITEPOB, NICUATH NpaKTUYecKast
cpenctBamu Linux, gocTyma K paborta
PUHTEDY.

33. | Hacrpoiika BeeHus )KypHAIOB 3 1 2 Becena,
(logfile). Hacrpoiika X YCTHBIH OIpoc,
WindowSystem. Pabora ¢ HaOJI0IeHNE,
NIEPEMEHHBIMH CPE/Ibl. NpaKTUYecKas

pabora

34. | Pabota ¢ aitmamu cpensi, 3 1 2 Becena,
ONPEIEIAOIUMH HACTPOMKH 3aILHTHI. YCTHBIH OIIpOC,
Hacrpotiika mmdpoBaHus coriacHo HaOJIr0/IeHUE,
TpeOOBaHUSM T10 3AIUIICHHOCTH. NpaKTHYeCcKast
Hcronp30BaHue MOAXOISIIET0 YPOBHS pabora
IPUBWIETHH NPH paboTe C CUCTEMOM.

Pabora c arpubyramu u npaBamu
JIOCTYTIA TPOLIECCOB U CTIEHUATBHBIMA
atpubyramu. Hactpoiika cereBoro
skpana (IPtables/chains) cormacuo
TpeOOBaHUSM I10 3allUTE.

35. | Hacrpoiika 3ammter OC Ha ypoBHE 3 1 2 becena,
nonb3oBarens. HacTpoiika cheMHBIX YCTHBIH OIpoc,
HocuTene napopmanuu. Hacrpoiika HaOJIOZICHUE,
RAID. IIPAKTHYECKAs

pabora

36. | I[IpomexxyTouHas aTTeCTaIHs. 1 1 becena,

YCTHBIN OITpOC,
HaOJroieHue,
3a4er

37. | [Ipaktuyeckas paboTta Mo 3a1aHUsIM 1 1 becena,
JuniorSkill. YCTHBIH OIpoc,

HaOJIr0/IeHue

38. | Ilpaktuyeckas paboTa 1o 3a1aHUsSM 1 1 YcTHBIl onpoc,
JuniorSkill. HaOJIIOIeHNE

39. | Tekymmii KOHTPOJIb. 1 1 BrixoaHoe

TECTUPOBaHUE,
3a4yer

40. | ITomBeneHME UTOTOB. 1 1 3auer

Bcero: 108 44 64




Coaep:xxanue nmporpaMmsblI
1. Hacrpoiika u pemonT IIK (23 4.)

Beenenne B kypc. TpedoBaHusi oxpaHbl TpyAa Npu padoTe ¢ anmapaTHbLIMH,
NPOrPaMMHO-ANMAPATHLIMH CPeICTBAMH. BBejeHWE W OCHOBHBIC TOHSTHS
CETEBOTO M CUCTEMHOTO aJIMHUHUCTPUPOBAHHSL:

-  TpUHIUIB  (QYHKIHOHUpOBaHUA coBpemMeHHoro [IK, opueHTHpoBaHHe B
HOMCHKJIATYpE KOMIUICKTYIOIIMX, HAaBBIKH HACTPOMKH CETEBOTO OOOPYIOBaHHS M
OpraHM3aIi KOMMYHHUKAITUH Ha 0a3e TexHooruu HTepHeT;

- ycTporicTBo U pabota coBpemennbx OC, B yactHOocTH, Windows;

- TpaBHJIa TEXHUKH OE30ITaCHOCTH MPH PabOTE C JEKTPUUICSCKHMH YCTPOHCTBAMHU U
UHCTPYMCHTAMH.

Heab: HAyYUTh MPOU3BOIUTH TEXHUUECKOE OOCTY>KUBAHUE CPEACTB BHIUUCIUTEIIHLHON
TE€XHUKH, MOJIb30BAThCS MPOrPAMMHBIMU U allapaTHbIMU CPEICTBAMU JUATHOCTUKH
HEHUCTPABHOCTEN CPEJICTB BBIYUCIUTEIBHON TEXHUKH, OCYLIECTBIISITh MOJIEPHU3ALIUIO
anrapaTHbIX CPE/ICTB;

3amaun:

- IO3HAKOMUTH C OCHOBHBIMU aJrOpUTMaMu noucka HeucnpaBHocrei 11K

- HAy4yuTb TMpaBWIaM TMPOBEACHUS TEXHUYECKOrO OOCITY>KUBAHUS CPEJICTB
BBIYUCIIUTEILHON TEXHUKH;

Yyammecs: 10KHbI:

3HATH:

- OcHOBHbIE TOHATHS, PyHKUIKU U TUIBI OC.

- AGCOJIFOTHBIE U OTHOCUTEJIBHBIC 3aTPY3KHU.

- 3alMIIEHHOCTh U 0TKa3oycToiunBocTh OC.

- [Tosib30BaTeNbCKUE U SAJIEPHBIE HUTH.

- MonTupoBanue ¢GaiaoBbIX CUCTEM.

- Omm6xu OC u T. 1.

YMeThb:

- AIMUHUCTPUPOBATH ONEPALIUOHHYIO CUCTEMY.

- YcranaBnuBaTh U conpoBoxaaTs OC.

- YpaBasTh ONepaTUBHON MAMSTHIO.

- PaGoTtaTh C BUPTyaJIbHOUN AMATHIO

- PaGoTaTh ¢ apaiiBepaMu BHEIIHUX YCTPOMCTB.

- OOpabaTpIBaTh OMIMOKN U UCKIIFOUCHUSI.

- OtnaxuBath 6e3onacHocts OC u T. 1.

B kypce HacTpoiiku u pemonTa IIK paccmarpuBarorcs cieaywiume TeMbl:
- BHyTpennee ycrpovictso 11K

- 3arpy3ka nporpamm

- YrpaBiieHUE OIEPaTUBHON MaMATHIO

- CerMeHTHas ¥ CTpaHUYHAasi BUPTyajbHas NaMsATh

- Buemnaue coObITHs



- BHemHue ycrpoucTaa

- JlpariBepsbl

- ®alnoBbIE CUCTEMBI

- O0paboTka OMMOOK ¥ UCKITIOYEHU N
- besomacHoCTb U T.1.

2. OCHOBBI CHCTEMHOI0 aAMUHUCTPUPOBaHu4 (38 4.)
Heab: sBISIETCS W3YYEHHE OCHOBHBIX NPUHIMIOB W METOJOB YNPABICHUS
UH()OPMAITMOHHBIMA CUCTEMAMH B CETSIMH.
3amauu:
- PUBUTH MIKOJbHUKAM HAYaJIbHbIE HABBIKA CUCTEMHOTO aIMUHUCTPUPOBAHUS;
- MO3HAKOMHUTH C MHOTO0Opa3ueM TEXHOJOTUA M METOJOB, HCIOJb3YEeMBIX IS
CO3/IaHUSI U YIIPaBJICHUS UH(DOPMALIMOHHOU UHPPACTPYKTYPOU YPOBHS MPEATPUSATHUS;
- IpoOyIUTh MHTEPEC MIKOJbHUKOB K CHUCTEMHOMY aJMHHHUCTpUpoBaHuio. OCBOUB
HAaBBIKM  aJMUHUCTPUPOBAHMS, OHU TIPUOOPETYT TPECTIKHYIO MPOQECCHIO,
BOCTPEOOBAaHHYIO Ha CETOJIHAIIHEM PBIHKE TPYy/a.
Yyauuecs: 10JKHbI:
3HATH:
- o01IMe CBEJIEHUS O JOKAIbHBIX KOMITBIOTEPHBIX CETSAX, X Ha3HAYCHUH U 00JIaCTU
UCIIOJIb30BaHUs;
- TOIOJIOTHIO JIOKAJIbHBIX CETeH, (PU3MYECKYI0 CTPYKTYpPY, CIOCOOBI COEAMHEHUS
KOMITBIOTEPOB B CETh, BUJIbI HHTEP(DENCOB, Kabenel 1 KOHBEKTOPOB;
- BUJbl MHCTPYMEHTOB, MCHOJIb3YEMBbIX [JIi MOHTaXXa W JUArHOCTHUKHU KaOEIbHBIX
CHUCTEM KOMITBIOTEPHBIX CETEH;
- COCTaB anmapaTHbIX PECYPCOB JIOKATbHBIX CETEM;
- BUJIbl AKTUBHOTO U TACCUBHOTO CETEBOT0 000PYI0BAHUS;
- JIOTUYECKYIO OPTraHU3alMIO CETH;
- MPOTOKOJIbI IEPEIaYX JTAHHBIX B JJOKAJIbHBIX KOMIIBIOTEPHBIX CETSIX;
- MporpaMMHOE oOecIieueHune JJIs JOCTYIIA K JIOKaJbHOM CeTH;
- MPOTPaMMHOE 00€eCIIeYeHHUE I MOHUTOPUHTA U YIIPABJICHUS JIOKAIBHON CETHIO
CUCTEMY MUMEH, aJipecallui 1 MapuipyTusaiuu Tpaduka B cetu HTEpHET;
- TpeOOBaHUs K anmapaTHOMY 00€CIeUeHHUI0 MePCOHATBHBIX KOMITBIOTEPOB, CEPBEPOB
U TiepuPepuitHBIX YCTPOMCTB MOJIKIIOUYCHUS K ceTh IHTEpHEeT, a Tak)Ke Ha3HAuYCHHUE U
- KOH(UTYypaIrIo MPOrpaMMHOI0 00ECIICUCHHUS;
- BUJIbI TEXHOJIOTUH U CIICIIUATIM3UPOBAHHOTO O00PYI0OBAHMS JIs TOJKIFOYEHUS K CETH
WNurepHer;
- CBEJICHUS O CTPYKType M MHGOOPMAIIMOHHBIX pecypcax cetu HTepHeT;
- pyHKIMM ¥ 00s13aHHOCTU VIHTEpHET-TIPOBaICPOB;
- MPUHITUTIBI (YHKIITMOHUPOBAHUS, OPTaHU3ALIUUA U CTPYKTYPY BE0-CalTOB;
- TIPUHIUIIEI Pa0OTHI ¢ KaTaJoraMu U WH()OPMAIMOHHO-TIOMCKOBBIMUA CHUCTEMaMU B
cetu MaTepuer
yMeThb:
- OCYIIECTBIIATH MOHTaX KaOEIbHOW ceTH U OOOPYJOBaHUS JIOKAIBHBIX CETel
PAa3JIUYHOM TOIOJIOTHH;
- OCYIIECTBJISITh MOHTaX OECIPOBOJHON CETH M O0OPYIOBaHUS JIOKAIBHBIX CETEH



Pa3IMYHOM TOMOJIOTHH;

- OCYILECTBIIATh TUArHOCTUKY PA0OTHI JIOKAJIIbHON CETH;

- IOJIKJII0YATh CepBepa, paboyue CTaHIIMU, IPUHTEPHI U IPYTOe CETEBOE 000PYI0BaHUE
K JIOKQJIbHOU CETH;

- BBINIOJTHATH pa0OThI MO SKCIUTyaTalldy U OOCTY>KUBAHUIO CETEBOTO 000PYI0BAHUS;
oOecrieynBaTh pabOTy CUCTEMbI PETUCTPALIMU U aBTOPU3AIUY;

- NOOAKIIOYeHUs K VHTepHETY C TNOMOIIBK pAa3IUYHBIX TEXHOJOTHH H
CHEUATN3UPOBAHHOTO 000PYAOBAHMS;

- YCTAHABJIMBAThH CHEHHUAIU3UPOBAHHBIE MPOTPAMMbl W JIPAWBEPBI, OCYIIECTBIATH
HACTPOWKY MapaMeTPOB MOJKIIOUCHUS K ceTh MIHTEepHET;

- OCYILIECTBIATh JUATHOCTHKY MOJKIIOYEHHS K ceTu IHTepHeT;

- OCYIIIECTBIIATH YIPABJICHUE U YIET BXOSIIETO M UCXOAAIIECTO TpaduKa ceTu;

- UHTETPUPOBATH JIOKAJIbHYIO0 KOMITBIOTEPHYIO CETh B C€Th VIHTEPHET.

B kypce 0CHOB CHCTEMHOI0 aIMUHUCTPUPOBAHUSA PACCMATPHUBAIOTCS CJIeYIOIIHE
TeMBbI:

- YCTPOMCTBO JIOKAIBHOU CETH U TOJIKIIOYEHHE K CETH KOMITBIOTEPA;

- YCTaHOBKA pa3beMa Ha CETeBOM KaOeb, YCTAHOBKA CETEBOM PO3ETKU, TECTUPOBAHUE
COCJIMHEHUS,;

- anMuHucTpupoBanue Windows;

- HacTpoiika 6ecrpoBOAHOTO 000pyI0oBaHus U coznanue Wi-Fi cetu;

- co3gaHue cooCcTBeHHOro cepBepa Ha 6aze Windows Server 2012;

- CKpUNTHI U bat-(ailibl.

3. 3ammura cetu (14 4.)
Iean: mensto sABIseTCS GOPMHUPOBAHUE Y YUAIIUXCS 3HAHUW M YMEHHUH I10 3aIlUTE
KOMIIBIOTEPHBIX CETeH ¢ IPUMEHEHHEM COBPEMEHHBIX IMPOrPaMMHO-AIIapaTHBIX
CPEACTB.
3agaun:
- IaTh 3HAHUS O METOAaX U CPEJCTBAX 3AIMUTHI HH(POPMAIIMU B KOMITBIOTEPHBIX CETSX,
O TEXHOJIOTMH MEXKCETEBOT0 KPAHHPOBAHHUSA, O METOJIaX M CPEJCTBAX MOCTPOCHUS
BUPTYaJIbHBIX YaCTHBIX CETCH, O METOJaX U CPEJICTBAX ayUT YPOBHS 3aIIUIICHHOCTH
HH(POPMAITMOHHBIX CUCTEM.
Yyuammecsi 10JKHbI:
3HATH:
- TEXHOJIOTHH OOHAPYKEHUS KOMITBIOTEPHBIX aTaK U X BO3MOKHOCTH;
- OCHOBHBIC YSI3BUMOCTH Y TUITOBBIE aTaKH HAa COBPEMEHHBIC KOMITBIOTEPHBIC CHCTEMBI;
- BOBMOXKHOCTH U OCOOCHHOCTH MCTOJIb30BAHUSI CIICIIMAIM3UPOBAHHBIX MMPOTPAMMHO-
amnmapaTHBIX CPEJCTB MIPH MPOBEICHUH ayInTa HHOOPMAITMOHHONW OE301TaCHOCTH;
- METOJIBI 3aIIMTHl KOMIIBIOTEPHBIX CETEH;
- Ki1accupUKauio U OOIIyI0 XapaKTEPUCTUKY CETEeBBIX MPOrPaMMHO-aMMmapaTHBIX
CPEIICTB 3aIUTHl HHGOPMAIIHH;
- OCHOBHBIC IMPUHITUIIBI Q/IMUHACTPHUPOBAHHUS 3aITUIIIEHHBIX KOMITBIOTEPHBIX CHCTEM;
- O0COOEHHOCTH peaju3alii METOJIOB 3alllUThl HWH(POPMAIUA COBPEMEHHBIMU
IIPOTPaMMHO-aNIapaTHLIMU CPEJICTBAMH,



yMeTh:

- BBIIIOJIHATH PYHKIMH aIMUHUCTPAaTOpa 0€301aCHOCTH 3alUIIEHHBIX KOMIIBIOTEPHBIX
CHUCTEM,;

- BBINOJIHATh HACTPOIMKY 3aIIUTHBIX MEXaHU3MOB CETEBBIX IPOTrPaMMHO-AIIAPATHBIX
CpPEICTB;

- HACTpaumBaTh MOJUTHKY O€30MACHOCTH CpPEICTBaMU IPOrpaMMHO-AIaPATHBIX
KOMIUIEKCOB CETEBOM 3aIlUThl HH(POpMALINH;

- OPUMEHATh MEXaHW3Mbl 3alUThl, PEaJTU30BAHHBIE B MPOrPAMMHO-ANNAPATHBIX
KOMIIJIEKCAX, C LIEJIbI0 MOCTPOCHUS 3alUIICHHBIX KOMIIBIOTEPHBIX CETEH;

- OpraHU30BbIBAaTh 3aIIUTY CETMEHTOB KOMIBIOTEPHOM CETH C HCIOJIb30BAaHUEM
MEXCETEBBIX SKPAHOB;

B kypce 3ammTa ceTu paccMaTpPpUBAKOTCH CJIeAYy0IIHe TeMbI:

- Hactpoiika napamerpos mudpoBanus Tpaduka B nmpotokonax [PSec u L2TP;

- Hactpoiika cBsi3u BupTyaibHbix uHTEpdeiicoB VM Ware;

- Hacrpoiika cepsepoB Radius unu TACACS+;

- Hactpoiika ayrentudukanuun AAA. Hactpoiika ayrentuduxanuu PEAP;

- HacTpoiika 3amnuiieHHbx 6ecrpoBOaHbIX ceTeil. HacTpoiika 3amuTsl Ha KaHAJIBHOM
YPOBHE CETH, B T. Y. 3aLIUTHI OT HECAHKIIMOHUPOBAHHBIX MOJKIOUYECHUN U OT IOIBITOK
n3MeHeHus tonojorun STP.

4. Onepauuonnbie cuctembl Linux (334.)

Heab: yuamnuecss AOKHBI MOJIYYUTh 3HAHUS 1O OCHOBOIOJATAIOIIUM MPUHIUIIAM
MOCTPOCHUS OTIEPALIMOHHBIX CUCTEM W MPUHITUIIAM MOAKIIOUEHUS] U HACTPOUKHU CETH.
B kauecTBe nmpumepa onepalroHHbIX CUCTEM U3YUYalOTCSA Pa3JIMUHbIC JUCTPUOYTHUBBI
Linux, cpaBHUBAOTCS 3T JUCTPUOYTUBBI.

3apaum: npu uzyuennn OC 0coboe BHUMaHNE yAEIIeTCS MPUHITUIIAM UX TOCTPOSHUS
U (PYHKIIMOHUPOBAHMSI, OCHOBHBIM YepTaM TOJIb30BATEIBCKOTO HHTEp(deiica, 4TOObI
00JIerynTh B OyIyIIeM OCBOCHHUE HOBBIX BEPCUN ITUX CUCTEM.

Yyaumumecst 10JKHbI:

3HATH:

- 00 OCHOBHBIX HAIPABIEHUSAX PA3BUTHS COBPEMEHHBIX ONEPAIIMOHHBIX CUCTEM;

- 00 OCHOBHBIX MOHSTHUSAX, UCIIOJIB3YEMbIX B TEOPHH OTIEPAIIMOHHBIX CUCTEM: TIPOIIeCcCa,
MOTOKA, sA7Ipa, BUPTYyIbHOW MaMsATH U T.1.;

- 00 OCHOBHBIX MPUHITUIIAX OpTraHU3AIMU U YIIPABJICHUS MaMSITH,

- 00 OCHOBHBIX JUCHUIUIMHAX JUCTIETYMPOBAHUS MTPOIECCOB U MOTOKOB B CUCTEMaX;

- 00 OCHOBHBIX MOJIEJISAX, 3aKJIabIBAEMBIX TIPU CO3JaHUN ONEPAIMOHHBIX CUCTEM;

- O CTPYKTYPE U apXUTEKTYype M3y4aeMbIX OINEPAIlMOHHBIX CUCTEM, UX JOCTOUHCTBA U
HEJIOCTaTKH.

yMeThb:

- paborath ¢ HWHTEp(DENCOM OMEepalMOHHBIX CUCTEM, CTaBUTh WU PEIIATh 3a7adu
aIMUHUCTPUPOBAHUS W KOH(MUTYpUPOBAHUS CHUCTEM, AaBTOMATH3allUH pEHICHUS
MPUKIIAJIHBIX 3a]1a4 MO/ YIIPABICHUEM Pa3IUYHbIX OMEPALIMOHHBIX CUCTEM.

B kypce onepanuoHHble cucTeMbl LiNUX paccMaTpuBaroTcs cJIeAyrolIue TeEMbI:



- YCTaHOBKA pacHpOCTPaHEHHBIX NUCTpUOyTUBOB Linux;

- HACTPOWKA COEANHEHNS;

- HaCTpoMKa nepudepuitHbIX YCTPOUCTB;

- HACTPOIIKa CETH U CETEBBIX CIYXKO Ha KIMEHTCKUX YCTPOMCTBAX;
- HacTpoiika 3amuTel OC Ha ypOBHE MOJIB30BATEIA U T. 1.

I[Inanupyemblie pe3yabTaThbl

Ilo okoHuanuu Kypca yuawuecs 00NH#CHbL 3HAMD:

- o01IMe CBeJEHUs O JOKAIbHBIX KOMITBIOTEPHBIX CETSAX, X Ha3HAYECHUU U 00JIacTh
UCIIOJIb30BaHUS;

- TOMNOJIOTHUIO JIOKAJbHBIX CETEH, (PU3HUECKYI0 CTPYKTYpPY, CIIOCOOBI COEOUHEHUS
KOMIIBIOTEPOB B CETh, BUJIbI HHTEP(DEICOB, Kabenel 1 KOHBEKTOPOB;

- BUJbl MHCTPYMEHTOB, MCHOJIb3YEMBbIX [JIi MOHTa)Xa W JUAarHOCTUKH KaOeIbHBIX
CUCTEM KOMITBIOTEPHBIX CETEH;

- COCTaB aIllapaTHBIX PECYPCOB JIOKAJIBHBIX CETEH;

- BUJIbl aKTUBHOTO U ITACCUBHOI'O CETEBOr0 00OPYAOBAHMUS;

- JIOTUYECKYIO0 OPTaHU3ALUIO CETH;

- MPOTOKOJIBbI IEPEIAYX JAHHBIX B JJOKAJbHBIX KOMIIBIOTEPHBIX CETSIX;

- MporpaMMHOE oOecIeueHure Il TOCTYIA K JIOKaJbHOM CEeTH;

- MpOTpaMMHOE O00ecCIieYeHHUe I MOHUTOPUHTA U YIIPaBJICHUS JIOKAIBHON CEThIO

- CUCTEMY UMEH, aJipecallii U MapuipyTu3anuu tpadpuka B cetu UHTEpHET;

- TpeOOBaHUs K anmapaTHOMY 00€CIeUEHHUI0 MePCOHATBHBIX KOMITBIOTEPOB, CEPBEPOB
U TiepuQepuitHBIX YCTPOMCTB MOJKIIIOYCHUS K ceTh IHTEpHET, a Tak)Ke Ha3HAuUCHHE U
KOH(UTYpaLHIO TPOrPaMMHOTO 00€CTICUCHHUS;

- BUJIbI TEXHOJIOTHH U CIIEHUATTU3UPOBAHHOTO 000PYI0BaHUS 1J1s1 TOAKITIOUEHUS K CETH
WNHurepHer;

- CBEJICHUS O CTPYKTYpe U MH()OPMALIMOHHBIX pecypcax cetu MHTepHeT;

- pyHKIMM ¥ o0si3aHHOCTU VIHTEpHET-TIPOBaICPOB;

- IPUHUMUITIBI PYHKIMOHUPOBAHUS, OPTaHU3ALMU U CTPYKTYPY BEO-CalTOB;

- MPUHIUIBI PabOThl ¢ KaTaJoraMd U MH(POPMAIIMOHHO-TIOMCKOBBIMU CHUCTEMaMU B
cetu MHTepuer

- BUIbBl yIrpo3 M METOAbl 3alIUThl TNEPCOHAIBHBIX KOMIIBIOTEPOB, CEPBEPOB H
KOPIIOPaTUBHBIX CETEH OT HUX;

- anmapaTHbIE ¥ IPOrpaMMHBIE CPEJICTBA PE3EPBHOIO KOMUPOBAHUS JAHHBIX;

- METO/Ibl O0ECTIEYeHHS 3aIUThl KOMIBIOTEPHBIX CETEH OT HECAHKIIMOHMPOBAHHOTO
JOCTYIIa;

- CTICLIMAJIM3UPOBAHHBIE CPENICTBA JJIs1 OOPHOBI C BUPYCAMM, HECAHKITMOHUPOBAHHBIMU
pacchUIKaMH JIEKTPOHHOM MOYTHI, BPEAOHOCHBIMU MPOTPAMMaMHU;

- COCTaB MEPONPUATUH IO 3aIIUTE MEPCOHATBHBIX JaHHBIX.

Ilo oxonuanuu Kypca yuawuecs OOINCHbL YMemb.
- OCYHIECTBJIATH MOHT&X KaOeJIbHOW CETH W OOOPYJOBAaHMS JIOKAJIbHBIX CETEH
PAa3JIUYHOMN TOIOJIOTHH;



- OCYIIECTBIISITh MOHTaX OECIPOBOJHON CETH W OOOPYIOBaHMS JOKAIBHBIX CETEH
Pa3IMYHON TOIIOJIOTHH;

- OCYIIECTBIIATh TUATHOCTUKY PaOOThI JIOKAITHHOM CETH;

- IOJIKJIIOYATh CepBepa, paboure CTaHIUH, IPUHTEPHI U IPYTOe CETEBOE 000PYA0BaHNE
K JIOKaQJbHOU CETH;

- BBITIOJIHSATH paOOThI MO IKCILTyaTalldyd U 00CITYKHBAaHUIO CETEBOI0 000PYI0BaHUS;

- o0ecrieunBaTh PabOTY CUCTEMBI PETUCTPAIIMU U aBTOPH3AIUH;

- II0JIb30BAaTEJICH CETH;

- OCYIIECTBIIATh CUCTEMHOE aIMUHUCTPUPOBAHUE JTOKATBHBIX CETEH;
- BECTU OTYETHYIO U TEXHUYECKYIO JOKYMEHTAIIHIO;

-  noAkioveHuss K HHTepHETY C TMOMOIIBIO  Pa3INYHbIX
CIEIUAIU3UPOBAHHOTO 000PYIOBAHUS;

- OCYIIECTBIISATH BHIOOP TEXHOJIOTUH MOJKIIOUCHUS U Tapu(HOTO IJIaHa y MpoBaiiaepa
JIOCTyIIa B c€Th MIHTEpHET;

- YCTaHABJIMBATh CHEHMAIUM3UPOBAHHBIC MPOTPaMMbl M JIpAaMBEpHI, OCYIIECTBIATH
HAaCTPOUKY MapaMeTPOB MOJKIIOUCHUSA K ceTh MIHTEepHET;

- OCYILIECTBIIATH JUArHOCTUKY MOJKIIOUCHHS K ceTh IHTepHeT;

- OCYIIECTBIIATH YIPABJICHUE U YUET BXOIAIIETO U UCXOAIIETO TpaduKa CeTH;

- UHTETPUPOBATH JOKAJIIbHYIO KOMITBIOTEPHYIO CETh B CETh IHTEpHET;

- yCTaHaBJIIMBaTh M HACTpaWBaTh IIPOTpaMMHOE OOECIIEYCHHE CEPBEPOB CETH
HNuTtepHeT, B TOM unciie web-cepBepOB U CEpPBEPOB JIEKTPOHHOM MOYTHI;

- o0ecreunBaTh PE3ePBHOEC KOMTUPOBAHUE JTAHHBIX;

- OCYIIECTBJISATh MEPHI O 3aIIUTE KOMIBIOTEPHBIX CETEH OT HECAHKIIMOHUPOBAHHOTO

TEXHOJIOTUH W

JOCTYTIa;
- TOPUMEHSTh CIEUUATU3UPOBAaHHBIE CpelacTBa s OopbObl € BHpycamu,
HecaHKHI/IOHI/IpOBaHHBIMI/I paCCBIJ'IKaMI/I BHCKTPOHHOﬁ ITIOYTHI, BpCI[OHOCHBIMI/I
porpaMMaMu;
- OCYIICCTBJIATE MCPOIIPHUATHA 110 3alIUTC IICPCOHAJIBHBIX JTdHHBIX.
Kasienpapubiii yueOHbIi rpapux
T'on
o6ydenusi | Hauamo | Oxonuanue | KomumuectBo | Koma-Bo Kom-Bo IIpomexxyTouHast
3aHSTHI y4eOHBIX y4eOHBIX y4eOHBIX aTTeCcTanus
3aHATUH HEJICb 4acoB B YacoB B I'0JI 00yH9aroIIMXCsE
HEACTIO
1 ron CEHTSOPh Mait 36 3 108 JeKadpb, Mait




MarepuajibHO-TeXHHYeCKoe ol0ecrevyeHue

IIpoBeneHre 3aHATHIA B CIENHATU3UPOBAHHOM IOMEIICHUHU IS 3aHSATHH MO
nporpamMmme «CeTeBo€ CHUCTEMHOE aJIMUHUCTPUPOBAHUE» BKIIOYACT CIECAYIOMIUI
MePEUYCHbh HEOOXOTUMOTO 000PYIOBAHUS:

- KOMITBIOTED;

- MYJIbTUMEIUNHBIN IPOEKTOD;
- UHTEPAKTHUBHAS 10CKA;

- 10CTyN K ceTu HTEepHET.

Nudopmannonnoe odbecneyeHue

NHTEepHET-UCTOYHUKH, COJACpPIKAIIUECS Ha cailTaX, PEeKOMEHJOBAaHHBIX Ieaaroram,
peaTn3yIoIIMM IPOrpaMMmy, JIEKTPOHHBIE TOCOOUS.

HNuTepHeT-pecypcesnl:

1. AAMUHUCTPUPOBAHUE CETEBOE: JIEKIUHU [ DIEKTPOHHBIN pecypc]. — Pexxum nocrtyna:
http://gendocs.ru/v27580/nekun_+ aaMUHUCTPUPOBAHUE CETEBOE.

2. Anpepcon O. Iptables Tutorial 1.1.19 [Dnexktponnsiit pecypc] /Ilep. A. Kucenés. —
Pexxum nocrymna:
http://www.linuxshare.ru/docs/security/iptables/iptables+tutorial.html.

3. Maitnanckuii 1.C. CeTeBble pecypchl U UX YSI3BUMOCTH [ DIIEKTPOHHBINA pecypc|.—
M., 1999.—Pesxxum noctyma: http://ivmai.chat.ru/student/netrvuln/netrvuln.htm.

4. CereBoe aIMHUHHCTPUpOBaHUE [DNEKTpOHHBIM pecypc]. — Pexum npocryna:
http://inftis.narod.ru/adm/aisn4.htm.
5.http://www.linuxshare.ru/docs/security/iptables/iptables-tutorial .html

Kanposoe o0ecnieuenne

[Iporpamma peanu3yeTcss MENaroroM JIONOJHUTEIBLHOTO  00pa3oBaHus,
MMEIOITUM OIBIT pabOThl B IaHHOU cdepe ¢ ASThbMU HE MEeHee roja, oOpa3oBaHue —
BbICIIIEE, MPOPUIBHOE, IEJArOTMYECKOE.

(I)OpMI)I aTTeCTAallUM M1 OLICHOYHbBIC MaTCpPpHUAJIbI

Ilemaror JOTIOJIHUTEIIBHOTO oOpa3oBaHUs OCYILIECTBIISIET
nepCOHUPUITMPOBAHHBIN y4e€T  pe3yJIbTaTOB OCBOEHUSA 00y4arouuMucs
o011epa3BUBAIOIICH MPOTrPaMMBI IO UTOTAM TEKYILETO0 KOHTPOJSI U MPOMEKYTOUHON
aTTECTaLlUH.


http://www.linuxshare.ru/docs/security/iptables/iptables-tutorial.html

Texymuii KOHTPOJIb OOYYArOIINXCSI OCYIIECTBISIETCS TEIaroroM Mo Kaxmaou
n3ydeHHo teme. CojepkaHue MaTepHalia TEKYIIero KOHTPOJISI OIpeaesseTcs
IeJJaroroM Ha OCHOBaHUU COJEPKaHUS IIPOrpaMMHOro Marepuana. opma KOHTpOIIS
YKa3bIBaCTCS B UTOTOBOM 3aHSATHH I10 TeMe B pazzeie «Coaep:kaHue MporpaMMbDy.

[TpoMexxyTOUHAsT aTTECTaIUs - 3TO YCTAHOBJICHUE YPOBHS OCBOCHHS OTACIBHON
JacTH 00bEMa 00pa30BaTEILHON MPOTPaMMEI.

[TpomexxyTOUHAsT aTTeCTalUs OCYIISCTBIISICTCS:

- TI0 UTOTaM TIEPBOTO MOJYTOAMS B IekaOpe (KOHKpETHAs JaTa YKa3bIBAeTCs B pabouei
IIporpamMmMe COTJIacHO MPUKa3y aIMUHUCTPAIIMU 00pa30BaTEILHOTO YUPEKICHHUS );

- 110 3aBEPIIECHUN U3YUICHHUS BCETO 00BhEMA TOMOIHUTEIHLHOM 00IIe00pa3oBaTeIbLHOM
nporpamMmsl ((hopma mpoBeeHUS TPOMEKYTOUHON aTTECTAIlNN YKa3bIBACTCS B
WUTOTOBOM 3aHSTHH, 3aBEPIIIAIOIIEM 00ydeHHe 1o IporpamMme B pasaene «Coaepxkanue
IIPOrPaMMBbD»).

dukcanus pe3yabTaToB OCYIIECTBISIETCS MEPCOHUMUIIMPOBAHO B JUATHOCTUKE
PEe3yJIbTATUBHOCTH OCBOCHHUS JOIMOJHUTEILHON 00I111€00pa3oBaTeibHON MPOTpaMMBI
00y4JaroITUMHUCS.



JInarHocTuKa pe3yJibTaTHBHOCTH
O0CBOCHUS IONOJTHUTEIbHOI 00111€00pa30BaTEeJIbHOI MPOrPAMMBI
00y4aImuMHuCs

Kpurepun nuaraoctuku
Ha OCHOBaHMM 00pa30BaTEJIbHBIX 3a/1a4 [IPOrpaMMBbl

damunug Ums

TeopeTnueckue 3HaHUA [IpakTnueckue ymeHus

VYMmenne
3Hanue
CaMOCTOSITE
OCHOBHBIX VYmMmenue
3uauune JILHO VYmMenue
cnoco0oB | 3HaHUE pemaThb
TEOPETH MPUMEHSATH [10JIb30BaTHCS
pemieHuss | TepMHUH MIPUKJIIA]] N
YECKUX TEOpETHYIEC CIPaBOYHOMN
MPUKJIAIH | OJIOTHH HbIE N
3aKOHOB KU€E 3HAHUS JTUTEepaTypoit
BIX 3a1a4 3a71a4u
Ha
MIPaKTUKE
1
2
3
4
5
6
7
8
9
10
11
12

CreneHb 0CBOCHHUS POrPaMMbI
«-» - HE OCBOWJI

«t» 0CBOHJT

«t+» - 0CBOMJ CBEPX HOPMBI

JluarHocTtrka ObIBa€T 8600HOU (HY1€6011), NPOMEAHCYMOYHOU U UMO20BO.

Beoonasa ouacnocmuka obydaromMxcsi IPOBOAUTCS MO UTOraM Habopa ydyeOHBIX Tpymnmn B
Hauase y4yeOHOro roja.

IIpomescymounasn ouaenocmuxa OOYYArOUIUXCSI TPOBOIUTCSA MO 3aBEPUICHUIO H3YYEHHS
TeMbl WU pasjena. Llenb — mojaBeaeHne MPOMEXYTOUHBIX UTOrOB OOy4YEeHHMs, OLEHKA JTUHAMUKU
MPOJBUKEHHS 00YJarOIINXCS.

Hmoecosas ouacnocmuxa 00OydyaromMXCsl HANpaBJeHa HA TOJBEIEHUE UTOTOB 00y4YeHus (110
rojam o0y4eHHs ¥ 110 OKOHYaHUH MTPOTPAMMBI).



MeToanuyeckue MaTepuabl
NudopmannoHHO-MeTOAUYECKOE 00ecIIeYeHue

Ne | HaummeHoBaHMe TeM dopma Aunakrueckui PopmbI
. Metoasbl MaTepHuaJ u noaABeAeHus
n/n H pa3esioB 3aHATHH
TCO HUTOI0B
1. Beenenue B kypc. Cemunap CrnoBecHbIi, [IK, mynpTHMeE- AHKeTHpOBaHUE
TexHrka 6€30MacHOCTH HarJsIHbIA JUWHBIA POEKTOP,
IpH paboTe ¢ JKpaH,
3NEeKTPOOOOPYAOBAaHHEM MIPUIIOKEHUE
PowerPoint
2. O630p wu yctpoiictBo | Cemunap CII0BeCHEBIN, [IK, mympTHMeE- Coznanwne
MEePCOHAIILHOTO IIpakTuky™M | HarJIAaHBIH, JUUHBIA IPOEKTOp, | MPE3CHTAlUU Ha TEMY
KOMIIBIOTEPA MIPaKTUYECKUN | DKpaH, VYerpoiictso 1K
MIPUIIOKEHUE
PowerPoint,
HHTEPHET
3. OcHoBHble cBeneHus o | CemunHap CIOBECHBIH, IIK, mynpTHME- Co3znanne TabJInIbI
MOPTATUBHBIX IIK, HaTr I IHBIN, JUUHBIA IPOEKTOp, | CO CBEACHUSIMU
nepudepuitHom MPaKTUYECKUN | SKpaH, nopratuBHbIX 11K,
00opyaoBaHNH MIPUIIOKEHUE nepudepuitHoMm
PowerPoint 000pyIOBaHUH
4. Co6opxka/pa3zbopka Cemunap CroBecHBIH, [IK, mynmpTHME- Co6opxka/pa3dopka
MIEPCOHATILHOTO IIpakTuky™m | HarJIAIHBIH, JUUHBIA IPOEKTOP, | MEPCOHATBHOTO
KOMIIBIOTEpPA MIpaKTUYECKUH | 3KpaH, KOMIIBIOTEPA
MIPUIIOKEHUE
PowerPoint,
WHTEPHET
5. BIOS, mporpammusiii u | Cemunap CrnoBecHbIi, [IK, mynpTHMeE- IIpakTueckoe
anmnapaTtHsiid pa3rod [IK | IIpakTukyM | HarjsigHbIH, JUUHBIN IPOEKTOp, | MPUMEHEHUE
MIPAKTUYECKUH | 3KpaH, MIPOrpaMMHOI0 U
MIPUIIOKEHUE anmapaTHOTO pa3roHa
PowerPoint, IK
WHTEPHET
6. OcHOBBI pemonrta | CemuHap CrnoBecHbIi, [IK, mynpTHME- Pemont
MaTepUHCKON IIatel M | I[IpakTHKyM | HarjasaHBIN, JUHHBINA IPOEKTOP, | MATEPUHCKOM IIAThI
TUTATBI pacIIupeHHs. MIPAKTUYECKUH | 3KpaH, W TUTAThI
OcHoBBI peMoHTa OJI0Ka MIPUIIOKEHUE pacmupenus. PeMoHT
MMATAHUS PowerPoint, 0JIOKa MUTaHUS
WHTEpPHET
7. OcHoBHble cBeneHus u | CemuHap CrnoBecHbIi, [IK, mynpTHME- OMynanus
HaBBIKK  PabOTHI ¢ | IlpakTukym | HarasAHbIN, JUIHBINA IPOEKTOP, | BUPTyaJIbHOM
BHUPTYaJIbHBIMHU MIPaKTHYECKUH | SKpaH, MaIIAHBI
MaIIMHaMU MIPUIIOKEHUE
PowerPoint,
WHTEPHET
8. OcHoBHble cBeneHus 00 | Cemunap CroBecHbIH, IIK, mynbTHUME- YcranoBka,
OIEPALMOHHBIX [IpakTuKy™m | HarJsSIIHBIN, JUIHBIN IPOEKTOpP, | HACTpOWKaA U
CHUCTEMAX,  YCTAHOBKA, MIPAKTUYECKUH | 3KpaH, MOJIKITIOYEHHE K CETH
HaACTpoOiiKa u MIPIJIOJKEHUE OTIepaIIOHHBIX
MOJKIIIOYEHHE K CETH PowerPoint, CUCTEM ceMeicTBa
ONEpAMOHHBIX CHCTEM WHTEPHET Windows

cemerictea Windows




9. OcHOBBI CeMmunap CrnoBecHbI, [IK, mynpTHMeE- AIMUHHUCTpHpPOBaHNE
ammuauctpupoBanue OC | [IpakTukyM | HarJISTHBIN, muiHeI mpoekTop, | OC Windows
Windows:  jnokaibHbIE MPaKTUYEeCKUH | SKpaH,
y4eTHBIE 3aIucH, MIPUIOKEHUE
yIpaBjeHHE MpaBaMH U PowerPoint,
pasperieHusIMU HHTEPHET

10. | O6cnyxuBaHue CeMmunap CrnoBecHbIi, [IK, mynpTHMeE- Ob6cayxuBaHue
ONepanoHHbIX cucTeM: | [IpakTuky™m | HarmsAHbIN, JUHHBIA TPOEKTOp, | ONEPalluOHHBIX
JKypHAI COOBITHH, MPaKTUYECKUN | IKpaH, CHUCTEM
OOHOBJICHUS, PE3EpPBHOE MIPUIIOKEHUE
KOITUPOBAHUE u PowerPoint,

BOCCTaHOBJICHHUE HHTEPHET
nmaHHBIX. OOCTyXKUBaHHUE

¢aiinoBbIx CHUCTEM,

nedparMeHTaIus,

MpoBepKa Ha OIIHOKH,

CO37aHHE RAID-

MacCHBOB

11. | OcHoBHble cBeneHust o | CemuHap ClioBeCHBIH, IIK, mynbTHMeE- Co3nanue
CeTsax u cereBoM | [IpakTuky™m | HarisIAHBIH, JUUHBIN IPOEKTOp, | MpEe3eHTaluu Ha
00opyaoBaHNH MIpaKTUYECKUH | 3KpaH, TeMy OCHOBHBIE

MIPUIIOKEHUE CBEJICHHS O CETAX U
PowerPoint, CETEBOM
UHTEpPHET 000pyOBaHUH

12. | OGxxuMKa kabenelt, | Cemunap CIOBECHBIH, IIK, mynpTHME- O6xuMKa kabenei,
CETEeBBIX PO3ETOK, padoTta | [IpakTukym | HarIsAHBIH, JUHHBIN IPOEKTOP, | CETEBBIX PO3ETOK,

C TECTEPOM MPAaKTUYECKUH | IKpaH, pabota ¢ TecTepom
MIPUIIOKEHUE
PowerPoint,
HHTEPHET

13. | CereBas Oe3onacHocTh. | CemMuHap CrnoBecHbIi, [IK, mynpTHME- [IpakTnueckas
YcraHoBka u | IIpakTukyM | HarJasgHBIN, JIUHHBINA IPOEKTOp, | paboTa ¢
pasBepTHIBAaHHE NPaKTUYECKUH | IKpaH, nporpaMMamu
Windows MPUIOKCHUE CeTeBOM

PowerPoint, 0e3omacHOCTH
UHTEPHET

14. | Ilanens ynpasienus, | CemuHap CrnoBecHbI, [IK, mynpTHME- Pabota ¢ xoHCOIsIMHY,
yopasieHnue apaiiBepamu | [IpakTUkyM | HarJsaIHbIH, JUUHBIN IPOEKTOp, | CO3MaHUE
YCTPOMCTB, MPaKTUYECKUN | IKpaH, TI0JI30BATEIBCKUX
npuioxeHusimu. Pabora MIPUIIOKECHUE KOHCOJIEH
C KOHCOJISIMH, CO3JaHue PowerPoint,

MOJIb30BaTEIbCKUX UHTEpHET
KOHCOJIEH

15. | Yopasnenue CeMunap CrnoBecHblid, [IK, mynpTHMeE- VYmpasnenue
JIOKaJbHBIMUA y4YeTHbIMHU | [IpakTHKyM | HarJsAHBIN, JUHHBIA TPOEKTOpP, | JIOKAIBHBIMU
3alUCSIMH, TPYIINAMH H MPaKTUYECKUH | SKpaH, YUETHBIMH 3aITHCSIMH,
JIOKaJbHOM MOJUTHUKOM. MIPUIIOKEHHUE rpynnamMy u
VYnpaenenne  mpaBaMH PowerPoint, JIOKaJIbHOM
(NTFES u Share WHTEPHET MOJTUTHKOM.
permissions), co3laHue VYnpasnenue
o0mux CETEBBIX IIpaBaMH, CO3/1aHNE
pecypcoB O0IINX CEeTEBBIX

pecypcos

16. | MoHuTOpUHT CeMunap CrnoBecHbIi, [IK, mynpTHMeE- VYcrpanenue
MPOU3BOAUTENBHOCTH, [IpakTuKyM | HarJSIAHBIN, JUHHBIA IPOEKTOp, | mpoOieM npu
YCTpaHECHHE npobiem MIPaKTUYECKUN | DKpaH, 3arpyske u pabdote

MIPIJIOJKEHUE




npu 3arpy3ke u padore
ONepalMOHHON CUCTEMBI

PowerPoint,
UHTEPHET

ONepaMOHHOM
CUCTEMBI

17. | Hacrpoiika poytepa, | CemuHap CII0BeCHEIH, [IK, mymsTHME- Hacrpotiika Wi-Fi
HacTpoMKa Wi-Fi | [IpakTuKyM | HarJIsHBbIH, JUUHBINA IPOEKTOp, | poyTepa
poyTepa ISt MPAaKTUYECKUH | IKpaH,
OpraHu3alMy JOCTyHa B MIPUIIOKEHUE
Wurtepuer PowerPoint,
WHTEPHET
18. | Windows Server 2012 ¢ | Cemunap CoBeCHBIH, K, mynbTHME- IIpaxkTryeckas
TOYKH 3penus | [IpakTHKyM | HarJIsaIHBIH, TUHHBIN POEKTOp, | paboTa ¢
CHUCTEMHOT'0 MIPaKTUYECKUH | 3KpaH, porpaMMoi
aJIMUHHCTpaTopa, 0030p MIPUIIOKEHHE Windows Server
BO3MOKHOCTEHN PowerPoint, 2012
HWHTEPHET
19. | Pyunas u | Cemunap CrnoBecHbIi, [IK, mynpTHMeE- IIpakTuueckas
aBTOMaTHYecKast IIpakTuky™m | HarJIAaHBIH, TUHHBIN POEKTOp, | paboTa ¢
YCTaHOBKa Windows MIPaKTHYECKUH | DKpaH, IIPOTPaMMO
Server 2012 NPUIIOKEHHUE Windows Server
PowerPoint, 2012
HHTEPHET
20. | Ypanennwsit  paboumii | CemuHap CrnoBecHbIi, [IK, mynpTHMeE- [IpakTnueckas
cTOoII, cpexnctea | IIpakTukyM | HarjasgHBIN, JOUHHBINA TPOEKTOp, | paboTa c
yAAJIEHHON paboTsI MPaKTUYECKUN | FKpaH, nporpaMmmamMu
(radmin, teamviewer) MIPUIOKCHUE Radmin u
PowerPoint, Teamwiever
UHTEpPHET
21. | CereBble ciyx0b1 | CemuHap CroBecHBIH, [IK, mynsTHMeE- [IpakTuueckas
DHCP, DNS. Ceresbie | [IpakTuky™M | HarJIsgHBIH, TUIHBIN TIPOEKTOp, | paboTa C ceTeBhIMH
cmyx0b1 NAT, SAT MpaKTUYECKUH | 3KpaH, ciry)x0amMu
MIPUIIOKECHUE
PowerPoint,
WHTEPHET
22. | YcranoBka u Hactpoiika | CeMuHap CrnoBecHbIi, [IK, mynpTHMeE- YcraHoBKa 1
¢aitioBoro cepBepa. | [IpakTukyMm | HarJIaaHBIN, JUUHBIN IPOEKTOp, | HACTpOMKa
VYcTaHOBKa M HAacTpoWKa MIPAKTUYECKUHN | 3KpaH, (haiinoBoro cepsepa.
MIPUHT-CEpBEpa MIPUIIOKEHUE YcraHoBKa 1
PowerPoint, HACTpOWKa MPUHT-
HHTEPHET cepsepa
23. | PesepBHoe komumpoBanue | CeMuHap CrnoBecHbIi, [IK, mynpTHMeE- PesepBHoe
U BoccTaHoBieHME | [IpakTHKyM | HarJIsIHBbIH, JUHHBIN IPOEKTOP, | KONUPOBAHUE U
JaHHBIX NPaKTUYECKUH | IKpaH, BOCCTaHOBJICHHUE
MIPUIIOKECHUE JaHHBIX
PowerPoint,
WHTEPHET
24. | IlponBunyTteie HaBblku | CeMuHap CrnoBecHbli, [IK, mynpTHMeE- Pabora ¢ xomaHnHON
pabotel ¢ komaHjaHOW | [IpakTHKyM | HATJISIHBIH, JMHHBIA IPOEKTOp, | CTpokol (cmd)
crpokoii (cmd) MPaKTUYECKUN | DKpaH,
MIPUIIOKEHUE
PowerPoint,
WHTEPHET
25. | Beeaenne B Hamnucanue | CemuHap CIIOBECHBIH, IIK, mynbTHUME- Co3spganuve 3agaHuit
ckpuntoB  (bat-¢aitnel, | [IpakTuky™m | HArJSAHBIN, JUIHBIN IPOEKTOP, | IO PacIIUCaHUIO B
vbs-ckpurnter). Co3nanue MPaKTUYECKUH | SKpaH, Windows Server

3a1aHUM 110 PACTIMCAHUIO
B Windows Server 2012

MPUI0KEHHUE
PowerPoint,
HUHTCPHET

2012




26. | Hactpoiika mapametpoB | CemMuHap CrnoBecHbI, [IK, mynpTHMeE- Hactpoiika
mdpoBanus Tpaduka B | [IpakTUKyM | HarJIsAHBIH, JUWHBIA POEKTOpP, | MapaMeTpoB
npotokoiax IPSec u MPaKTUYECKUH | 3KpaH, mpoBaHUs
L2TP MIPUIOKEHUE Tpaduka

PowerPoint,
HHTEPHET

27. | Hacrpoiika cBs3u CeMmunap CrnoBecHbIi, [IK, mynpTHMeE- Hacrpoiika cBsi3u
BUPTYaJIbHBIX [IpakTuKyM | HaTJSIIHBIM, JTUIHBINA IPOEKTOP, | BUPTyaJbHBIX
naTepdeticos VMWare MPaKTUYECKUN | DKpaH, nHTEepdElicoB

TIPHIIOKEHUE VMWare
PowerPoint,
HHTEPHET
28. | Hacrpoiika cepBepoB CemuHap CII0BeCHEIN, IIK, mynabTHME- HacTtpoiika cepepoB
Radius mnimn TACACS+ | [IpakTuKyM | HarfsiAHBIH, IUHHBIA TipoekTop, | Radius wmm
MPaKTUYEeCKUH | SKpaH, TACACS+
MIPHIIOKEHUE
PowerPoint,
UHTEpPHET

29. | Hacrpoiika Cemunap CrnoBecHbIi, [IK, mynpTHMe- Hactpoiika
ayrentuukanuu AAA. | llpaktukym | HarJsaHBIH, TUIHBIN IPOEKTOP, | ayTeHTH(HUKAIIH
HacTtpoiika MIpaKTUYECKUH | 3KpaH, AAA u PEAP
ayrentudukamuu PEAP NIPUIOKEHUE

PowerPoint,
HHTEPHET

30. | Hacrpoiika Cemunap CrnoBecHbIH, [K, mynbTHMe- Hacrpotika
3aIIUIICHHBIX IIpakTuky™M | HarJIsAHBIH, JUHHBIN IPOEKTOP, | 3aIUIIEHHBIX
OecTpOBOIHBIX CETEM. MPaKTUYECKUN | SKpaH, OecTpOBOIHBIX CeTe
Hacrpolika 3a1uTs! Ha MIPUIOKEHUE Y HACTPOMKA 3aILUThI
KaHAJIbHOM YPOBHE CETH, PowerPoint, Ha KaHAJTLHOM
B T. Y. 3AIUTHI OT WHTEPHET YpOBHE
HECaHKIIMOHUPOBAHHBIX
MHOJIKJIIOUYEHUI U OT
MOTIBITOK U3MEHEHUS
tononoruu STP

31. | YcraHnoBka [Ipaktukym | CroBecHBIH, [IK, mynpTHMeE- VYcraHoBKa U
pacIpoCTpaHEHHBIX HaIJISIIHbIH, JUHHBIN IPOEKTOP, | HACTPOMKA IPOrpamMm
TUuCTpuOyTHBOB Linux MIPAKTUYECKUHN | 3KpaH, Ha OC Linux
COIJIACHO TPEOOBAHUSM. MIPUIJIOKEHUE
YcraHoBKa M HACTpOMKa PowerPoint
ciyx0 Apache, MySQL
u 1.0. Pazmerka
COIVIACHO ILIaHy.

Hacrpoiika daiinoBsix
cucreM. Pabora ¢
MaKeTaMH Iociie
YCTaHOBKH CHUCTEMBEI.
MontupoBaHue u
pa3MOHTHPOBaHUE
pasIuIHBIX PaiIoBBIX
CUCTEM

32. | Beibop noaxomsmux [Ipaktukym | CioBecHsIH, [IK, mynpTHMeE- Hacrpoiika u 3ammura
CETEBBIX NPOTOKOJIOB U HaIJISIIHbIH, JUHHBIN IPOEKTOP, | UHTEPHET
HacTpOWKa COEUHEHUS. MIPaKTUYECKUN | DKpaH, coenuHennst Ha OC
Hactpoiika MIPUIIOKEHUE Linux
nepudepuitHbIX PowerPoint
YCTPOMCTB.

Opranuzanus




3aIUIIICHHOTO TOCTYTa
IIOJIB30BATENEH K
HOCHTEIISIM
uHpopmaruu. Coznanue
1 U3MeHeHue (aitioB u
katasoros. ITouck no
Karajoram U 1o
COJICPIKUMOMY
(xomanzs! find, whereis).
Co3znanue cChUIOK Ha
¢aitnsl. M3meHnenune
aTpuOyTOB (ailyioB U
KaTaJoroB U IpaB
JIOCTYIIa K HUM,
W3MEHEHHUE CBEACHUN O
BIIaAeNbIe (aitiioB u
KaTaJoroB

33.

Co3nmanue 1 U3MCHEHHUE
(haiiioB M KaTaaoros..
ITownck mo xarajoram u
0 COJACPIKUMOMY
(xomanzs! find, whereis).
Co3gaHue CChIIIOK Ha
¢aiinel. 3meHenue
aTpuOyTORB (ailyioB U
KaTajoroB U MpaB
JIOCTYIIa K HUM,
W3MEHEHHE CBEJCHUI O
BIazenbIle GaiaoB u
KaTaJIOrOB.
OnruMH3ays
HCII0JIb30BaHMS
PECYpCOB Ciry>k0aMu H
nporeccamu Linux.
Hcnons3oBanue
PEXHUMOB pabOTHI (run-
level) cucremsr, mporiecc
MHUITHATU3AINH,

Cemunap
IIpakTuxym

CIOBECHBIH,
HaT I IHBIN,
MPaKTUYECKUN

[IK, mynpTHMeE-
JUHHBIN IPOEKTOP,
9KpaH,
MIPUIIOKEHUE
PowerPoint,
HHTEPHET

Pa6ora ¢ OC Linux

34.

Pabora ¢ ouepennio
neyatd. YIpasieHHe
CHUCTEMOM yJIaJIEHHO.
Pabora ¢ mpocTeiMu
CIICHAPHUSMH KOMaHTHOU
CTPOKH — CO3/1aBaTh,
IIpaBUTh U IIPUMCHATb.
BoccranoBnenue
paboToCIoCcOOHOCTH
MaKETOB U CIICHAPUEB.
Pabora ¢ yueTHpIMH
3aMUCAMH
I0JIB30BATENIEH U TPy
— co3JlaHve, U3MEHEHHE
U ylaJICHHue

CeMunap
[Ipaktuxym

CioBecHBIN,
HaTr I IHBIN,
MPaKTUYECKUI

[IK, mynbTuMeE-
JUUHBIN IPOEKTOP,
JKpaH,
MIPUIIOKEHUE
PowerPoint,
HHTEPHET

Pa6ora ¢ OC Linux

35.

Hasznauenue
HCIIOJIHEHHMS 3a7a4 110
pacIucaHuio ¢
ITOMOIIBIO CHCTEMHBIX

CeMunap
IIpakTukym

CioBecHBIN,
HATJISIIHBIN,
MPaKTUYECKUI

[IK, mynpTHMeE-
JUHHBIN IPOEKTOP,
JKpaH,
MIPHJIOKEHUE

Pa6ora ¢ OC Linux




nIeMoHOB. PaGora ¢
mporeccamMmm —
OTIPEICIISAT, 3aITyCKATh,
3aBepmarth (kill).

PowerPoint,
UHTEPHET

36. | Hacrpotika ceTu u [Ipaktukym | CrioBecHBIH, IIK, mynabTHME- HacTtpoiika cetu u
CETeBBIX CIYXO Ha HaIJISIIHbIH, IUITHBIN TIPOEKTOP, | CETEeBBIX CIyXO Ha
KIIMEHTCKUX MPaKTUYECKUH | 3KpaH, KITMEHTCKHUX
yCTpOMCTBaX. MIPUIIOKEHUE yCTpOMCTBax.

PowerPoint

37. | Hacrpoiika Cemunap CII0BeCHEIN, [IK, mympTHMeE- Hacrpoiika
3JIEMEHTapHOU IIpakTukyM | HarJIAHBIN, JUUHBINA IPOEKTOP, | AJIEMEHTAPHOU
MapLIpyTH3aluY, MPAaKTUYECKUH | IKpaH, MapLIpyTU3aLHH,
pa3OrBKa Ha MOCETH. TIPUIIOKEHUE pa3OuBKa Ha
Hactpoiika cuctemsl, PowerPoint, noacetu. Hactpoiika
MpaBKa MHCTPYKLIHHU IO WHTEPHET CUCTEMBI, ITpaBKa
cbopke (makefile) AHCTPYKITUH 110
npukiagHoro 110 u coopke (makefile)
JlpaliBEpOB npukiagaoro [10 u

JIpailBepoB

38. | Pabota c ¢aitnamu, Cemunap CroBecHBIH, [IK, mynmpTHME- Pabora c daitmamu,
OIIPEACIISIOIIUMU IIpakTuky™M | HarJIsAHBIH, JUHHBIN IPOEKTOP, | ONPENEIAOIUMU
MOHTHPOBAHNE AUCKOB U MpaKTUYECKUH | 3KpaH, MOHTHPOBaHNE
paszenos. MIPUIIOKECHUE JMICKOB M Pa3/ieioB.
PazBepreiBarne DNS. PowerPoint, PasBeprriBanme
Hactpolika ceTeBbix UHTEpPHET DNS. Hacrpoiika
aanTepoB, IeyaTu CETEBBIX aJaNTepoB,
cpeactBamu Linux, Ie4aTH CPeICTBAMHU
JIOCTYTIa K IPUHTEPY Linux, noctyna K

IPUHTEPY

39. | Hacrpotiika Benenus Cemunap ClioBeCHBIH, IIK, mynbTHMeE- Hacrpoiika BeneHus
)ypHanoB (logfile). [IpakTuKyM | HATJISITHBIH, JMAHBIA ipoekTop, | kypHaioB (logfile).
Hacrpoiika X IPaKTUYECKUN | DKpaH, Hacrpoiika X
WindowSystem. Pabora MIPUIIOKEHUE WindowSystem.

C TIepEMEHHBIMU CPEJIbI PowerPoint, Pabora c
WHTEPHET MIEPEMEHHBIMHU CPEIIBI

40. | O6ecrnieuenue 3amuThl 1 | CeMUHAP CIOBECHBIH, IIK, mynpTHME- OobecneueHue
LEJIOCTHOCTH [IpakTuky™m | HarJIAIHBIH, JUUHBIN POEKTOp, | 3alLUTHI U
OIEPALMOHHON CHCTEMBI MPaKTUYECKUH | IKpaH, LEJIOCTHOCTH
Y IaHHBIX Ha cepBepax u MIPUIIOKEHUE OTIepaIioHHON
paboYmXx CTaHITUSAX. PowerPoint, CUCTEMBI U JaHHBIX

HHTEPHET Ha cepBepax u
paboYmX CTAHIUAX.

41. | Pabora c daitnamu Cemunap CrnoBecHbIi, [IK, mynpTHMeE- Pabora ¢ OC Linux
cpensl, [IpakTuKy™m | HarJsSIIHBIN, JUIHBIN IPOEKTOD,

ONpEACIAIOUIIMHU MIPAKTUYECKUH | 3KpaH,
HACTPOMKH 3aIIUTHI. MIPIJIOJKEHUE
Hactpotiika mudposanus PowerPoint,
COIJIACHO TPeOOBaHUSIM WHTEPHET

O 3alIUIICHHOCTH.
Hcnons3oBaHue
MOJIXOSIIEr0 YPOBHS
npUBWIETHA TIpu paboTte
¢ cucreMoii. Pabora ¢
aTpuOyTaMu U paBaMu
JOCTYyTIa MPOLIECCOB U
CHeUATEHBIMU
atpubyramu. Hactpoiika




CETEBOr0 PKpaHa
(IPtables/chains)
COIJIACHO TPeOOBaHUSIM
110 3aIUTe

42. | Hactpoiika 3amutel OC | Cemunap CII0BeCHEIN, [IK, mymsTHMeE- Hacrpoiika 3anuThsr
Ha ypOBHE IIpakTuky™m | HarJAIHBIH, muitHeI poektop, | OC Ha ypoBHE
MOJIb30BATEIIA. MPaKTUYECKUN | IKpaH, MOJIb30BATEIS.
HacTtpoiika creMHBIX TPWIOKEHUE Hactpoiika cbeMHBIX
HOCHUTEIEH PowerPoint, HOCHTEJIEH
nH()OpMAaITHH. HHTEPHET nHpOpMAaITHH.
Hactpoiika RAID Hactpoiika RAID

43. | Pa3BepThiBaHUE U Cemunap CII0BeCHEIN, [IK, mymsTHMeE- PazBepTrIBafmC M
HacTpolKa MOYTOBBIX IIpakTuky™m | HarJIAaHBIH, JIUWHBIA MMPOEKTOP, | HacTpoHKa MOYTOBBIX
cepBucos. Pabora ¢ MIPaKTUYECKUH | 3KpaH, cepBucoB. Pabora ¢
ouYepeIIMHU TIOUTHI MIPIIOKEHUC ouepeIIMHU TIOYTHI
(mailqueue) PowerPoint, (mailqueue)

WHTEPHET

44. | IlpakTuyeckas paboTa [Ipaxtukym | Harmsausii, [IK, uaTepuet [IpakTnueckas

no 3axanuto JuniorSkill. MPaKTUIECKU I pabota 1o 3a1aHHIO
JuniorSkill.

DopMbI OPraHU3ANUM 3AaHATUHI U METObI 00y4YeHUsI

Pexum 3aHATHAN o IporpaMme COOTBETCTBYET CanurapHo-
AMUAEMHUOJIOTHYECKUM TpPEOOBAaHUSIM K YCTPOWCTBY, COJAEPNKAHUIO U OpPraHU3ALMH
pexuMa paboThl 00pa30BATENIBHBIX OpPraHU3aAlUil JOMOJHUTEIBHOTO 00pa30BaHUS
JeTel B 4YacTH OIpPEACIICHUs PEKOMEHIYEMOTO pEKHMa 3aHATUH, a TaKke
TpeOOBaHUAM K 00ECIeUEHHI0 O€30MacHOCTH 00YYaroIIMXCsl COTJIIACHO HOPMAaTUBHO-
WHCTPYKTUBHBIM JIOKyMeHTaM MHuHHCTEpCTBa MpocBenieHus Poccun.

B mpouecce 00yueHHs! UCTIONB3YIOTCS CEAYIOIIME METO/IbI B 3aBUCUMOCTH OT
YPOBHSI CIOCOOHOCTEN peOCHKA M BO3PACTHBIX OCOOEHHOCTSIX.

J1i1st 6a30BOrO YpOBHSI:

- 00BSCHUTENBHO-UIUTFOCTPATUBHBIMN,
- pEIPOLYKTHUBHBIM,
- IESITENBHOCTHBIM.

[Iporpamma peaycMaTpuBaeT UCITIOJIb30BAaHUE
WHIUBUYAJIbHOM U TPyNNoBOW (popM yueOHOM padoThl 00yUYarOIIHUXCS.

@poHTanbHas (opma mpeaycMaTpUBaeT Mojady y4eOHOro Marepuaia BCEMY
KOJUIEKTUBY YYEHUKOB.

WuauBuayanbHas  ¢opma  MpenrnoyiaraeT  CaMOCTOSITENbHYIO — paloTy
oOyuatomuxcs. OHa MpenrnoyiaraeT OKa3aHHe TaKOW MOMOIIM KaXJA0My M3 HUX CO
CTOPOHBI TI€farora, KOTOpas I03BOJIIET, HE YMEHbIIasg AaKTUBHOCTH YYECHHKA,
COJICICTBOBATh BHIPAOOTKE HABBIKOB CAMOCTOSITEIBHOM paboThl. B xome rpymnmoBoi
paboThl yHaruMcs MpeAoCTaBISETCs] BO3MOKHOCTh CAMOCTOSATEIBHO IIOCTPOUTH CBOIO
NeSATEIbHOCTh Ha OCHOBE MPHUHIMIIA B3aMMO3aMEHSIEMOCTH, OUIYTUTh IMOMOIIb CO
CTOPOHBI JApPYT Jpyra, y4ecTb BO3MOXKHOCTHM KaXJOr0 Ha KOHKPETHOM JTare
nesteabHOCTH. Bee 3T0  cmocoOcTByer 0Oojee  ObICTpOMY U KaueCTBEHHOMY
BBITIOJIHEHUIO 3a/1anusl. [ pynnoBasi paboTa mo3BOJISET BHITOJIHUTH HAU0O0JIEe CI0KHBIE

(GpOHTANILHOM,



¥ MacimtaOHble paboThl ¢ HAMMCHBIIMMH MaTepHUaIbHBIMUA 3aTpaTaMH, TaK Kak
KK 00YyJarolMiics MOYKET HAyYHUThCS KOHKPETHOMY IMpHUEMYy Ha OTACIbHOM
o0pasiie, Ipy U3rOTOBICHUH KOHKPETHOIO M3EIIUs, WK B yueOHoi urpe. Kpome Toro,
JEMOHCTpAIKS, JCKIIUsA, IPAKTHUECKOE YIIPaKHEHHE IO PYKOBOJICTBOM II€arora 1mo
3aKPEIJICHHUIO OITPEICIICHHBIX HABBIKOB, CIIOCOOCTBYIOT CAMOCTOSTEILHOCTH.

B mporecce oOydeHMs IMpeaycMaTpUBaIOTCS CIEAyIOIIHe (OpMbI 3aHSTHI:
TUIIOBOE 3aHATHE (coderaroiiee B ceOe 0OBbACHEHHE M MPAKTUYECKOE YIPaKHEHHUE),
coOeceoBaHue, KOHCYJbTAIUS, IKCKYPCHsI, JHCKYCCHS, JIEMOHCTpAIHs, JICKITHUS,
NPAaKTHYECKOE YIPaKHEHUWE TI0J] PYKOBOJCTBOM IIeJarora II0 3aKpEIICHUIO
OIPEJICIICHHBIX HABBIKOB, CAMOIIPE3CHTAITHH.

Takum oOpa3oM, Ha 3aHATHAX OCYHIECTBISICTCS HE TOJBKO OOydeHHe
ONpeNeNEHHBIM 3HAHHWSAM, YMCHHMSM M HaBbIKAM, HO W BOCIHTAHHE, pPa3BUTHEC
00yJarommxcss BCEMH CPEICTBAMH, JOCTYITHBIMH B YCIOBHUSX JIOHOJHUTEIHHOTO
oOpa3oBaHUs.
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